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CHAPTER ONE: INTRODUCTION

1.1 Background of the Study

With each day passing by technology will always advance in ways that try to make life more
efficient and improve convenience. As the world’s population keeps on increasing, resources
become minimal and people have to work extra harder to meet their needs. Jobs as well have
not been spared and in fact many governments around the globe are always on the quest of

creating more jobs for their citizens.

As mentioned earlier, the world’s population is on the rise and as people strive to survive,
they might just find themselves on the wrong side of the law. Technology has enabled people
to easily forge academic certificates that might go under the radar without being noticed as a
fake. However, on the brighter side, the same technology can be used to put measures in
place to check for fake academic certificates.

This has been made possible, thanks to Satoshi Nakamoto, an anonymous person who
introduced blockchain to the world. In his paper, published in 2008, Satoshi Nakamonto
proposed an electronic payment system that would work on the basis of smart contracts,
without the intervention of third parties between peer-peer transactions. Later in 2009,
Satoshi introduced the bitcoin cryptocurrency that has ever since, gained popularity and trust

around the globe.

Different applications of the blockchain technology have then been innovated since the
introduction of blockchain to date, including the use of the technology in document
verification. This innovation comes in handy, as this research is intended to bring to light the

works that already exist on academic document verification and how to improve on them.

1.2 Statement of the Problem

Many people get certified on annual basis. The academic institutions that they attend offer
them certificates as proof that they have been certified for the stated course on their
certificate. The certificates range from skills certificates to bachelor’s degree certificates.
Employers usually request for these certificates whenever they want to employ workers.
Some of the job applicants usually try to cheat the system by presenting fake certificates
during the job recruitment process or interview. Unsuspicious employer might not take time

to verify these documents and end up with quacks in his/her labour team.
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However, if they want to verify, they can contact the university that the candidate attended
and make an inquiry if the certificate is genuine. This process is long and is dependent on the
university that the inquiry is made. In case the candidate colludes with the university to lie
about the certificate, it would be very hard to detect fake certificates.

This problem can however be solved through the implementation of Smart academic
certificates that are based on the blockchain technology. These certificates are forge proof

and easy to verify.

1.3 Objectives of the Study

1.3.1 General Objective

The general objective of this research is to have a scrutiny on bitcoin and blockchain
technology, the applications of this technology and focus on how it can be implemented in
academic document verification in order to get rid of fake certificates.

1.3.2 Specific objective
1. To find out the existing systems for document verification using blockchain.

2. To investigate the various applications of block chain technology
3. To find out the suitability of a sub-system that can counter the weaknesses of

the existing systems for document authenticity verification.

1.4 Research Questions

1. What are the existing blockchain based document verification systems?
2. What are various applications of block chain technology?
3. What are the strengths and weaknesses of a document verification system?



1.5 Purpose of the Study

The research will focus on the existing platforms that are used for document verification
using the blockchain technology. From the research, strengths and weaknesses of the existing

platforms will be weighed and a recommendation will be proposed.

1.6 Justification of the Study

The biggest merit of this research is that it will assist in academic certificate verification.
When people are employed with fake certificates, institutions and corporations are likely to
face huge loses because of having quacks who don’t understand the job. However, employing
people with fake certificates can be significantly reduced by have an instant way of verifying
certificates. This can be achieved by the help of using blockchain technology.

This research comes in handy in helping to understand the relationship between blockchain
technology and bitcoin. The researcher will analyze the existing methods of document
verification using blockchain by studying their weaknesses and strengths and then giving a

recommendation on how to improve these systems.

1.7 Scope of the Study

The study will focus on document verification using blockchain technology. In this research,
the researcher will take a look at the authenticity of the certificates issued over the bitcoin
network and how to increase the authenticity of certificate issuer within the network instead

of anyone being able to issue academic certificates.



CHAPTER TWO: LITERATURE REVIEW
Introduction

This chapter reviews the theories related to Blockchain technology, Document verification,

conceptual framework of the research, related work and the gaps in literature.

2.1 Block chain Technology

A blockchain is a distributed database that records transactions or even digital events that
have been executed or performed and shared among the participating parties. Each
transaction can be verified by mode of consensus of a majority of the members in the system.
And, recorded information in the chain can never be altered or erased. Each of the
transactions made on the blockchain is certain and verifiable. To use a basic analogy, it is
easy to steal a book from a secluded room that has no people than stealing the same book

from a big hall containing many people observing you.

2.1.1 Strengths of Blockchain technology
Blockchain has a big advantage as it has a database that is directly shared without the need of

a central administrator. Instead of a central application logic, blockchain transactions are
validated and authorized on their own. Therefore, with the blockchain acting as a consensus
mechanism, there is independence on verification and processing of transactions. Andoni.
(2018).

2.1.2 Weaknesses of Blockchain technology
Verification of signature. This is necessary although their computation is complex and can

cause bottleneck on the network. In comparison, centralized databases do verification only

once and subsequent requests do not need more verification.

Consensus mechanisms. In the blockchain database, effort should be put in place to ensure a
consensus is reached in the network. This may involve too much back-and-forth
communication. Compared to centralized database, blockchain will involve too much

communication since a consensus involves several members of the network.



Redundancy. Centralized database will always process transactions once or twice while in a
blockchain, the same transaction is processed independently by every member of the

network. This results to the need of more work to be done in quest for the same result.

2.2 Applications of Blockchain Technology

2.2.1 Blockchain for Cryptocurrency
Bitcoin is the first cryptocurrency that implemented the distributed ledger technology and

was invented back in 2009. From there since it has gained popularity and traction by business
owners who feel the need for a distributed trust model where they can perform their

transactions.

2.2.2 Blockchain for Digital Identity
Using blockchain for identity recognition purpose can be the next big source of integrity

when it comes to user identity. For companies this will mean they will not incur costs for
storing user data in the database. This model will also benefit users since their identity data

will be easily accessible and they will have more control over their personal data.

2.2.3 Blockchain for Real Estate
Real estate industry involves several parties. For efficiency, these parties need trust among

themselves. Blockchain can introduce an element of trust among these individuals. The
properties can be stored in the blockchain with their history and will provide all necessary

information at its time of need: information such as history of the property ownership.

2.3 Blockchain Technology for Document Verification

Verification of documents is very important while dealing with counterfeit documents. With
these documents in a shared environment, it becomes hard for anyone to alter their contents
or come up with fake documents and present them as real. This will also make document

verification fast and effective.



2.3.1 Conceptual Framework

INDEPENDENT VARIABLE DEPENDENT VARIABLES
Document Authenticity

Blockchain Technology Verificati
‘ erification

Peer Networks

Figure 1 Conceptual Diagram

2.3.3 Existing works

2.3.3.1 Bitcoin Network
Back in 2008, a group writing under the name of Natoshi Nakamoto published a paper

entitled “Bitcoin: A Peer-To-Peer Electronic Cash System”. The paper explained a peer-to-
peer electronic cash system that would allow users to conduct online payment transactions
directly from one person to another, eliminating the need for a third party as a bond of trust
within the transaction. Basically, these third parties are the financial institutions. A
cryptocurrency by the name Bitcoin was the first realization of this concept (peer-to-peer
transactions). Up to date, Satoshi Nakamoto is anonymous, hence no one knows who really is
the founder of this blockchain technology. A few months after publishing the Peer-to-peer
electronic cash system, an open source program implementing the new protocol was released
that began with the Genesis block of 50 coins. Anybody can install the Genesis Block and
take part in the bitcoin network.

Bitcoin introduction journey:

2008

* August 18 - The Domain name "bitcoin.org™ was registered

« October 31 — A paper describing the Bitcoin design was published

» November 09 -Bitcoin project was registered at SourceForge.net

2009

« January 3 -Genesis block was established

« January 9 -Bitcoin v0.1 was released and then announced on the cryptography mailing list

« January 12 -First Bitcoin transaction, in block 170 from Satoshi to Hal Finney

2.3.3.2 Block-certs Project by Massachusetts Institute of Technology Media Lab: J.
Philipp Schmidt, Juliana Nazare



This project, which was done by the Media Lab Learning Initiative and Learning Machine
builds an environment that enables users to create, share and verify all educational certificates
that are blockchain based. These digital certificates have to be registered on the Bitcoin
blockchain and then cryptographically signed by members who participate in the blockchain

network. The system is divided into three major parts:

1. Cert-schema: Cert-schema explains the entire process of making a digital certificate.
This is done by the use of a JSON file which has all the necessary fields that are
required for the cert issuer code to place it on the blockchain network. Needed for our
cert-issuer code to place it on the blockchain.

2. Cert-issuer: This module takes the JSON certificates that have been made by the cert-
schema and issue them via a transaction from the issuer to the recipient on the Bitcoin
blockchain. At this stage, the certificate has a unique hash that represents it.

3. Cert-viewer: The Cert-viewer displays and verifies the certificates after they have
been issued to the learners. It also provides for the learners to make their own bitcoin
identity and also request for a certificate.

2.3.3.3 Blockchain based Academic Certificate Authentication System Overview by

Rujia Li, Yifan Wu, IT Innovation Interns
This system was proposed as an improvement to the blockcert which was created by the MIT

media lab. Among the short comings that they realized from the blockcerts based academic
document verification included;
- utilizing a multi-signature scheme to ameliorate the authentication of certificates
- exerting a safe revocation mechanism to improve the reliability of certificates
revocation
- establishing a secure federated identification to confirm the identity of the issuing
institution.
The system (Rujia Li, Yifan Wu, IT Innovation Interns, 2016) is composed of four major
components. These components are what make up the entire system and implement the
bitcoin network for document verification. These components include:
- verification application which includes a federated identity,
- An issuing application that involves a multi-signature and Bitcoin-address based
revocation system,

- Blockchain



- local Database (MongoDB)

Verification Applications (Extranet) Issuing Applications (Intranet)

|
|
|
|
|
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[ Database
|
1
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Figure 2: Block chain based academic certificate verification.

The issuing applications take charge of the heavy lifting duties which include: Application of
the certificates, certificate examination, signing the certificate and issuing of the same. In
addition, the issuing applications are the ones responsible for revocation of the certificates.
The verification application checks on the authenticity and integrity of all certificates issued.
The blockchain is the party of trust and also acts as the database(distributed) which saves the
authentication data. The MongoDB was used as the database is friendly in working with
JSON-based certificates and it also provides high availability and it is also highly scalable.
Rujia Li, Yifan Wu, IT Innovation Interns. (2016)

2.4 Summary and ldentified Gaps

2.4.1 Blockecerts

Blockeerts is a certificate verification system that was launched by MIT Media Lab in June
2016. Blockcerts makes use of the Bitcoin blockchain which acts as the infrastructure of trust
and the database. This infrastructure removes the dependence on third parties and advocates
for transparency in any network transactions.

Blockcerts is a nice system but it does not provide for the authenticity of issuing institutions.
This turns out to be a major problem that anyone in the network can issue certificates.

2.4.2 Blockchain based academic certificate authentication system
Basically, this system works as follows:

Firstly, the student requests for a credential from his/her school of choice.



The school confirms the student’s information and matches it with a bitcoin transaction once
it has been approved.

After that, the other schools in the network sign the transaction with their own private keys.
The student then is issued with a JSON-based certificate.

When applying for a job, the student will present the certificate to the employer who will then
check whether the certificate is a fake through the blockchain network.

This will be achieved by checking for the authentication code by comparing the one issued by
the student and the one that is in the bitcoin network.

Although the system is self-sufficient, there needs to be an authoritative body that verifies the
institutions joining the network. Leaving it open may lead to un-necessary population within

the peer-peer BTC network.

2.5 Recommendation and future work

There need to be a third party that ensures only verified institutions are able to join the
network and issue standard certificates. This can be done by introducing a moderating peer-
node with the same privilege as the other peers but oversights all the peers(institutions) that
offer certificates.

With this recommendation, less man-power will be required and it will see more efficiency in
handling counterfeit certificates. However this system will not leave room for errors. Any
errors in the system will stick there forever once it is added to the block chain. If the
proposed sub-system can be built on top of the blockchain technology, changes can be
affected before the data is committed to the blockchain. This is where the oversight will come
in handy. This will enhance the regulation of institutions issuing certificates and ensure

credibility of the certificates within the block chain network.



CHAPTER THREE: RESEARCH DESIGN AND METHODOLOGY

3.1 Introduction

This chapter presents the various methods or procedures which will be used in studying the
research problem. The subsections under this chapter include; research design, target
population, sample size, sample size and sampling procedures subject to research (sampling
design), instruments of collecting data and data analysis methods.

3.2 Research Design

In this research the type of research design that will be used is descriptive research design
using observational study and data collection from secondary sources. Most of the
universities under review by the researcher which include: Princeton University | USA and
Universidad Europa Madrid, have published information on their websites that will assist the

researcher with data collection.

3.3 Target Population

The research study will target data published by Universities that offer block chain education
such a University of Nicosia and those that offer block chain based document authenticity
verification such as Barkley University. Also, the research will target the block cert project
by Mat lab on block chain document verification using the bitcoin network.

3.5 Data collection instruments

The researcher will primarily collect data from recorded sources. The secondary data will be
collected through analysis of secondary sources such as official university websites.

3.6 Data analysis methods

The data collected will be analysed using Atlas tool for qualitative data. Quantitative data

collected from observation of the published data will be analysed using SPSS.
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CHAPTER 4: FINDINGS AND DISCUSSION
4.1 Introduction

This chapter will cover the findings that the researcher found out. The researcher gives an
overview of the findings and discusses the findings in details. The findings are based on the
research objectives and intends to answer the research questions. Graphical presentation of
data has been presented by the researcher for easier interpretation and understanding. In the
findings, the researcher has provided both positive and negative arguments concerning the

research.

4.2 Findings overview

In my research, | had a quest of finding out the number of institutions that are using

blockchain-based verification of academic certificate authenticity.

First, I had to find some of the universities that are offering studies in Blockchain technology
among them included:

University of Nicosia | Cyprus

Princeton University | USA

Universidad Europea Madrid

Duke University | USA

The University of California, Berkeley | USA

In my findings, it was evident that most of these universities are in Europe and the united
states. These two continents share a 50/50 distribution of the universities as shown in the
graph below:

How are the universities spread out in continents?

Table 1 : Continents

CONTINENT
Cumulative
Frequency Percent Valid Percent Percent
Valid EUROPE 3 50.0 50.0 50.0
USA 3 50.0 50.0 100.0
Total 6 100.0 100.0

11



Table 2 Distribution Chart

CONTINENT

EeuropE
Husa

I also had a task of finding out how many universities offer their certificates through the
blockchain network. Among the six universities, only one was offering their certificates
through the blockchain network. This formed only 16% of the total population in my sample.

How many offer verifications using block chain?

Table 3 : Block chain adaptation

BLOCKCHAIN
Cumulative
Frequency Percent Valid Percent Percent
Valid YES 1 16.7 16.7 16.7
NO 5 83.3 83.3 100.0
Total 6 100.0 100.0

BLOCKCHAIN

Wves
Ero
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4.3 Interpretation and explanation of the study findings with respect to stated research
guestions or hypothesis.

During the research, | had to formulate my units of measure. These were used to check the
success of the systems used for document verification. The units included:

The success rate of the verification models themselves based on:

e Security

e Forgery

e Authenticity

e Longevity

e Time consumed for process completion
e Incurred costs

These units were used to compare the application of Blockchain between University of
Nicosia, Block cert and our proposed project. The Multiple bar diagram below is a graphical

representation of the findings.

Project comparison chart

Security Authenticity Longevity Cost Time Integrity Forgery
Consumption

[y
N W R U1 N 0O O O

[N

H Blockcert ®UoN ™ Proposed Project

Figure 3 : Project Comparison Chart

4.3.1 Interpretation:
Security: On a scale of ten, they all scored 9. This is because all of the projects implemented

the same security measures as the one used in bitcoin network.
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Authenticity: By introducing a third party to the network, the authenticity of the documents
might be compromised. The main aim of blockchain network is to get rid of the third party,

which my research proposes to introduce.

Longevity: This means that the blockchain document will be in existence even if the
institutions that offered these certificates are not in existence any more. These certificates will
still be in the network and anyone who wishes can verify them.

Cost: The proposal will add additional mining costs for document authenticity checks when
they are passed to the third party. This is the broadcasting fees that the university will be
required to pay for miners to confirm the issued certificates on the block chain.

Time Consumption: A third party will mean the time consumed will be twice the time used
between peer-peer document verification. The verification process will include two levels
which will consume twice as much time as it were only one level. This means the proposed

project will consume more time to verify the documents.

Integrity: Integrity of the documents will be protected by the third party whose responsibility
is to ensure only certified institutions can offer certificates within the network. In this case,

the proposed project scored higher in terms of integrity.

Forgery: Theoretically, it is impossible to introduce a fake certificate in a block chain
network. In all the three projects, the same methods of peer confirmation are used and hence

it is easy to detect fake certificates in all of them. This makes forgery a near impossible act.
4.4 Nature of the findings

In the findings, the researcher found out that most of the universities that offer their
certificate via the blockchain network are distributed between Europe and USA. Africa and
Asia did not have tertiary institutions that offer their certificates via blockchain network.
However, the blockchain technology was implemented in other areas such as currency

transactions. Also, blockchain studies are gaining momentum across all other continents.

In the reseachers findings, only one university was offering blockchain based certificates.
However, other institutions such as university of California are in their testing phase of fully

implementing the blockchain based certificates.
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CHAPTER 5: SUMMARY, CONCLUSIONS AND RECOMMENDATIONS
5.1 Introduction

This chapter summarizes the research findings. It summarizes the findings on the viability of
implementing the research findings and the implications it will have. This chapter is the
conclusion of the research document and also has the recommendations drawn from the

research findings.

5.2 Summary of findings

Existing blockchain based authenticity verification tools that were found by the researcher
were the Blockcert by Matlab and University of Nicosia. They both implement the same

technology and use the bitcoin blockchain to verify the authenticity of documents.

Apart from document authenticity verification, it has been discovered through the research,
that blockchain technology has numerous other applications among them being:
Cryptocurrency which is widely used blockchain application, Digital Identity, Real estate

among other uses.

Also, the research has identified a weakness in introducing a third party to the blockchain

network which has been elaborated in section 5.3 of this chapter.

5.3 Weakness

This research proposes a third-party verifier. However, this beats the logical purpose that
blockchain intends to serve. Blockchain intends to get rid of the need for third party to verify
authenticity of transactions. By introducing a third-party into the verification process, more
resources will be consumed. First and foremost, blockchain transactions consume a lot of
processing power and this will even worsen by the introduction of a third-party which will

only make the process lengthy.

Additionally, this project will add additional mining costs for document authenticity checks
when they are passed to the third party. This is the broadcasting fees that the university will
be required to pay for miners to confirm the issued certificates on the block chain.

15



5.4 Recommendation and future work

There need to be a third party that ensures only verified institutions are able to join the
network and issue standard certificates. This can be done by introducing a moderating peer-
node with the same privilege as the other peers but oversights all the peers(institutions) that
offer certificates.

With this recommendation, less man-power will be required and it will see more efficiency in
handling counterfeit certificates. However, this system will not leave room for errors. Any
errors in the system will stick there forever once it is added to the block chain. If the
proposed sub-system can be built on top of the blockchain technology, changes can be
affected before the data is committed to the blockchain. This is where the oversight will come
in handy. This will enhance the regulation of institutions issuing certificates and ensure

credibility of the certificates within the block chain network.
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APPENDICES
Appendix A: Project Budget

Table 4 : Project Budget

AMOUNT (Ksh)

Printing and Binding
2 Consultation
8 Laptop
4 Internet Connection
5 Data collection
TOTAL
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Appendix B: Project Schedule

The project schedule has been summarized in the Gantt chart below.
Table 5 : Project Schedule

MONTH

PROCESS

Problem Definition

and Research

project Analysis

Literature review

preparation

Proposal defence

presentation

Data collection

Data analysis

Documentation

Research Project
Review and

Presentation
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